
Understanding the Privacy Dimension of Wearables through
Machine Learning-enabled Inferences

David Mohaisen
mohaisen@ucf.edu

University of Central Florida
Orlando, Florida, USA

ABSTRACT
To keep up with the ever-growing user expectations, manufacturers
and developers keep adding new features, including input/output
(I/O) interfaces, to augment the use cases of wearable technologies,
such as fitness trackers, augmented reality head-mounted devices
(AR HMDs), and smart watches, without considering their security
and privacy implications. In this talk, we will discuss some of our
recent results on understanding the privacy dimension of wearable
technologies through inference attacks facilitated by advances in
machine learning. Our attacks target unconventional and new I/O
mechanisms that allow an adversary to breach application-specific
features. First, we will present an exploration of the attack surface
introduced by fitness trackers [1, 4]. We propose an inference at-
tack that breaches location privacy through the elevation profiles
collected by fitness trackers. Our attack highlights that adversaries
can infer the location from elevation profiles collected via fitness
trackers. Second, we will review the attack surface introduced by
smartwatches [5]. For that, we develop an inference attack that
exploits the smartwatch microphone to capture the acoustic em-
anations of physical keyboards and successfully infers what the
user has been typing. Third, we will present an exploration of AR
HMDs security [2, 3, 6]. We design an inference attack that exploits
the geometric projection of hand movements in the air. The attack
framework predicts the typed text on an in-air tapping keyboard,
which is only visible to the user. We will conclude with lessons
learned, defense directions, and open research directions.

Wearable Exploited Feature Technique Outcome
Fitness Tracker Elevation Profiles Representation Location Breach
Smartwatch Acoustics Modeling Keylogging
AR HMD Geometric Projections Mapping Keylogging

Table 1: An overview of our explorations highlighting the tar-
geted devices, exploited features, techniques, and outcomes.

CCS CONCEPTS
• Security and privacy → Privacy protections; Mobile and
wireless security.
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